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1. Document terminology

MTCIT Ministry of Transport, Communications and Information Technology
PKI Public key infrastructure

OCSP Online certificate status protocol

CRL Certificate revocation list

CA Certificate Authority

TSA Time Stamp Authority

A
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2. Recommended Acrobat configuration to perform digital signature
according to the best practices:

2.1 First Step is to configure Adobe Reader DC as explained below:

- Procedures are based on the 2020.009 versions of Adobe Reader DC. While previous versions are
similar, the procedures are not identical. For instructions involving older product versions, see the
Adobe documentation.

1. Open Adobe Reader and select Edit > Preferences. The Acrobat Preferences dialog
box appears.

Digital Signatures

S — 2. Select the Signatures option
ot v e o ees s e - e
vetiaton 3. Inthe Creation & Appearance area,

Adabe Online Services
Email Accounts

- et fsted Cerates Click on the button labelled ‘More...’

Identit
" e et et e e e i
Internet More_
- Manage credentials used to trust documents
JavaScript
Language .
Messuring (20) Document Timestamping
) - Configure timestamp server settings Mo

Multimedia Trust (legacy]
Reading

Reviewing

Search

Security

Security (Enhanced)
Signatures

Trust Manages
Units

Creation and ppesance Pefences *
. Creation
4. The Creation and Appearance Preferences
. Default Signing Method: |AdobeDafau\tSecurlty vl
box will appear. _ —
Default Signing Format: | [SR{ZApm |
) o When Signing:
5. Choose Default Signature Signing Method B
[[]5how location and contact information
and Format [4] Include signature's revocation status
[ View documents in Preview Mode

6. The (0] ption to lInC/Ude Signature's Enable Review of Document Warnings: | When certifying a document

revocation status when Signing' should be Prevent Signing Until Warnings Are Reviewed: | When certifying a document  ~

checked [ Use modern user interface for signing and Digital ID confiquration
7. The option to ‘use modern user interface...’ Appesrances

should be unchecked. New..

Edit...

8. Click OKto return to the Preferences dialog Dupicte

box. Delete

Help ‘b Cancel
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9. In the Verification area, click on the button labelled ‘More...’

10. The Signature Verification Preferences box will appear.

— . 11. In Verification Behavior, The option
to ‘Require certificate revocation
— checking...” should be checked.
12. The option to ‘Use expired timestamp’
should be unchecked.
el M. 13. In Verification Time area, Choose
‘Secure time (timestamp) embedded in the
signature’
T I3
Signature Verification Preferences X

[:] Verify signatures when the document is cpened

en document has valid but untrusted signatures, prompt to review and trust signers
When d t has valid but untrusted signatures, prompt t d trust sig

14. In Verification Information area, set
‘Automatically add verification information
when saving signed PDF’ to Always.

Verification Behavior
‘When Verifying:

(O Use the document-specified method; prompt if unavailable

(® Use the document-specified method; if unavailable, use default methed

() Always use the default method: Adobe Default Security ~

Require certificate revocation checking to succeed whenever possible during signature verification
[ Use expired timestamps

15. In the Windows Integration area, both

O Ignore document validation information

of the options should be selected.

16. Click OK to return to the Preferences
dialog box.

Verification Time
Verify Signatures Using:
(O Time at which the signature was created

® Secure time (timestamp) embedded
in the signature

(O Current time

Verification Information

Automatically add verification information wlléh
saving signed PDF:

() Ask when verification information is too big
(®) Always
(O Mever

Windows Integration
Trust ALL root certificates in the Windows Certificate Store for:

Validating Signatures
[A Validating Certified Documnents

Selecting either of these options may result in arbitrary material being treated as trusted content.
Take care before enabling these features,

Note: Setting the Verify signatures when document is opened option automatically activates a
validation procedure for all of the document’s digital signatures when the document is opened. The
default is that digital signatures are not validated automatically when a document is opened. For
optimum workflow, it is best to check this option.
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17. Select the Security option

18. In the Security area, click on the button labelled ‘More...”

Preferences X

Categories:
Security

Commenting

Documents Configure Server Settings

Full Screen

General » Timestamp Servers More...
Page Display

- Directory Servers _

3D & Multimedia
Accessibility

Adobe Online Services T
Email Accounts

Forms

Identity Import... Export...

E:r::tip( [ Load security settings from a server

Language URLY | &
Messuring (2D)

Messuring (30) Seftings must be signed by! [ Allow Any Certificate Browse..
Messuring (Geo)

Multimedia (legacy) Check every: ()Week onth o

Multimedia Trust (legacy)
Reading

Reviewing

Search Adobe Experience Manager Document Security
-

Security (Enhaneeay
Signatures

Spelling

2 Weeks 2 Months Ask before updating

Clear remembered account information...

Tracker
Trust Manager
Units

19. Server Settings box will appear.
20. Choose ‘Time Stamp Server’. Then New to add a new Time Stamp Server.

21. New Tim Stamp Server box will appear.

18 Server Settings X
. | - 4
Directory Servers 'ﬂ Lidf Edit % Import /= Export @ Remove L%? Set Default

= ==
Configure Time Stamp Servers

Configure a default Time Stamp Server if you want to embed a trusted time stamp when
signing. If you are in a workgroup. your computer administrator may provide you with Time
Stamp Server configuration information.

Select one of the entries above and click Edlif to view or change settings, or click New to add
and configure a Time Stamp Server. Select a default server using Ser Defauit. If you have
selected a default server then a time stamp will be embedded with every signature that you
create.

Click Export to share your Time Stamp Server settings with others.
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22. Set configuration as below:
Name: Oman Public TSA

Server URL: https://tsa.pki.ita.gov.om/ds-server-ita/process?workspace=ITA-TSA

New Time Stamp Server X

N ‘Oman Public TSA

Server Settings

Server URL: Fv.Dm/dsfserverfita/process?workspace: ITA-TSA

—_—

[ This server requires me to log on

User name; I

Password: I

23. The new Server will be add.

24. Choose Oman public TSA Server, the click Set Default.
25. Will be marked as a Star.

[’% Server Settings X
DiteciolyjSeivers ‘ﬂgj g Edit %% Import = Export &) Remove ? Set Default
L
Time Stamp Servers Name URL L

Oman Public TSA https://tsa.pki.gov.om/ds-server-it...

<= %
Configure Time Stamp Servers

signing. If you are in a workgroup, your computer administrator may provide you with

g Configure a default Zime Stamp Server if you want to embed a trusted time stamp when
Time Stamp Server configuration information.

Select one of the entries above and click Edif to view or change settings, or click New to
add and configure a Time Stamp Server. Select a default server using Ser Default. If you
have selected a default server then a time stamp will be embedded with every signature
that you create.

Click Export to share your Time Stamp Server settings with others.

AN
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26. Select the Security (Enhanced) option

27. In the Privileged Locations area, the option to ‘Automatically trust sites Win OS security
zones box should be checked.

Preferences X
A
Categories: Sandbox Protections
Commenting Enable Protected Mode at startup Run in AppContainer [ Create Protected Mode log file View log
Documents
Full Screen Protected View (@) Off
General
Page Display () Files from potentially unsafe locations
O All files
3D & Multimedia
Accessibility
Adobe Online Services Enhanced Security
Email Accounts
Enable Enhanced Securi Cross domain log file View
Forms g S
Identity
Internet Privileged Locations %
JavaScript
Language If your workflows are negatively impacted by security settings, use Privileged Locations to
Measuring (2D) selectively trust files, folders, and hosts to bypass those security setting restrictions.
Measuring (30) Privileged Locations allows you to work securely while granting trust to items in your
workflow.

Measuring (Geo)

Multimedia (legacy) Automatically trust documents with valid certification

Multimedia Trust (legacy) R

Reading Automatically trust sites from my Win QS security zones View Windows Trusted Sites
Reviewing

Search

Security
Securi

Signatures
Spelling
Tracker
Trust Manager
Units
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2.2 Second step is to install Oman ROOT Certificate in windows store:

There are two different methods to download and install Oman ROOT Certificate to your machine.
These methods explained below:

2.2.1 Method 1. NDCC-CERT _Trust-1.0.exe program

1.1. download NDCC-CERT _trust tool from the below link:
https://oman.om/tam/downloads/NDCC-CERT-Trust-1.0.exe

1.2.  Once you run the program, the Setup Wizard will appear.

@ NDCC CERT Trust 1.0 Setup — e ‘ @ NDCC CERT Trust 1.0 Setup — X
SOV ULoc  license Agmement
Welcome to the NDCC CERT Trust ¥ )f% n Please review the license terms before installing NDCC CERT
1.0 Setup Wizard e"{ Q Trust 1.0,
This wizard will guide you through the installation of NDCC Press Page Down to see the rest of the agreement.
CERT Trust 1.0, % C\}
e.oman !! A o
o Itis recommended that you dose all other applications IDCC CERT Trust 1.0
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.
NDCC: National Digital Certification Center.
Click Next to continue.
By running this installation, the following actions will be performed:
1. Extract some temporary files in your user profile folder (files will be N
If you accept the terms of the agreement, dlick I Agree to continue. You must accept the
agreement to install NDCC CERT Trust 1.0.
Cance <sack Cancel
@ NDCC CERT Trust 1.0 Setup 2 © NDCC CERT Trust 1.0 Setup -
j%ﬁﬂl Dloc Ietaling Congratulations !
2 Please wait while NDCC CERT Trust 1.0 is being installed. i
e.0oman < oj
Execute: "C:\Users\jta481\NDCC. temp\OmanTruster.exe” Kl T m
QodJivloc a OMAN CA certificates are now trusted by your machine.
e.oman
ERE et Concaicer.... 100 R Click Finish to dlose this wizard.
Extract: OmanTruster.exe... 100%
Extract: certutil.exe... 100% h
Extract: softokn3.dll... 100%
Extract: smime3.dll... 100%
Extract: nss3.dll... 100%
Extract: libplds4.dll... 100%
Extract: libplc4.dll... 100%
Extract: libnspr4.dil... 100%
Execute: "C:\Users\jta48 1WDCC. temp\OmanTruster.exe” v
nullsoft Install System v2.46
< Back Next > Cancel < Back E Cancel

1.3. Once you complete all the steps, Oman ROOT Certificate successfully installed in your
machine.


https://oman.om/tam/downloads/NDCC-CERT-Trust-1.0.exe
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2.2.2  Method 2. Oman Root CA file

1.1.  Download Oman root ca from the following link:
http://pki.ita.gov.om/CACerts/root-ca-1.crt

1.2. double click on the certificate to open it

1.3.  Choose to open it.

root-ca-1

Open File - Security Warning X

Do you want to open this file?

Name: C:\Users\ita481\Downloads\root-ca-1.crt
“#' publisher Unknown Publisher
Type: Security Certificate
From: CAUsers\ita481\Downloads\root-ca-1.crt

‘ Open | | Cancel I

Always ask before opening this file

A While files from the Internet can be useful, this file type can potentially
l@ harm your computer. If you do not trust the source, do not open this
2 software. What's the risk?

1.4. Click on Install Certificate 15, Choose current user. then

click Next

|

General Detais Certification Path 'S

£* Certificate Import Wizard

! Certificate Information

This certificate is intended for the following purpose(s): Welcome to the Certificate Import Wizard
* All issuance polices
« All application policies
This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Issued to: OMANROOTCA-1

Store Location
—  @currentuser
Issued by: OMANROOTCA -1 O Local Machine
valid from 6/12/2013 to 6/12/2033 To continue, dick Next.

MCB’ML.{ Issuer Statement

E Cancel


http://pki.ita.gov.om/CACerts/root-ca-1.crt
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1.6.  Choose Automatically select the 1.7. Click Finish

certificate store, then click Next

X € £* Certificate Import Wizard

€& & Certificate Import Wizard

Completing the Certiﬁca%e Import Wizard
Certificate Store
Certificate stores are system areas where certificates are kept.
The certificate will be imported after you dick Finish.

thuwsﬁcm automatically select a certificate store, or you can specify a location for You have specified the following settings:
the certificate.
(oo D e ] Automatically determined by the wizard
(®) Automatically select the certificate store based on the type of certificate | Content Certificate

(O Place all certificates in the following store

Browse

= ]| conce - Cancel

1.8. Now it is successfully imported,
Click OK

Certifica’T%Import Wizard X

0 The import was successful.




T

S et
_‘-.o‘

1 pyo i
Moving Forward
with Confidence

ESUIOLs | mamssmanaiisin N

Sultsnate of Oman

aTatall NalT rJ_D.I:'ILIJJI - A ]
MHH:IM_“%_’ Copital Ministry of Transport, Emuilunmhmun-:l f ‘\
2022 Inferrnation Technology

3. How to digitally sign a PDF document using the token

3.1 Whatis PKI token?

PKI token are hardware device that store digital certificates and private keys securely!. When you
need to encrypt, decrypt or sign something, the token does this internally in a secure chip meaning
the keys are never at risk of being stolen.

3.2 Token Type Description

MTC provides three types of certificates: Digital Signature Certificate, Secure Authentication
Certificate, and Encryption Certificate. The certificates are issued inside a smart card device called
Token. There are five types of Token issued by NDCC depending on the number of certificates:

e Token Classic: includes signature certificate only, which is used to sign documents and emails.

e Token Encryption: includes encryption certificate only, which is used to encrypt documents and
emails.

e Token Advanced: includes signature and Encryption certificates, which are used to sign
documents and emails, and to encrypt documents and emails.

e Token Premium: includes authentication, signature, and encryption certificates, which are used
for secure authentication, to sign documents and emails, and to encrypt documents and emails.

e Token Pro: includes authentication and signature certificates, which are used for secure
authentication and to sign documents and emails.

3.3 Token fees
Please contact us by email on pki@mtcit.gov.om to get the update price of token.

3.4 Who can request for PKI Token?

The corporate token is intended to be generated for corporate use. Government and private
sector’s employees are eligible to get token.

T https://www.microcosm.com/products/pki-tokens


mailto:pki@mtcit.gov.om
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3.5 How to request for PKI Token?

e Send official Email for Technical team on pki@mtcit.gov.om

e Specify your requirements on Email, and objectives of your request
e Technical team will study your requirement and will be in follow up with you.

3.6 Digital Signature using PKI Token
3.6.1 To Sign a PDF document, follow the below steps:

e Open PDF File.
e Select Tools, and then choose Certificates as shown below.

Home PKI Testing-ds.pdf @ ) |
Q th tools
3
Q9 =] X p BN
a= =] = ¢
Comment Fill & Sign Edit PDF Export PDF Create PDF Combine Files
‘ Open 1' Open " Open |~ ‘ Open " Open " ‘ \ Add

il e G 2

Share Stamp Measure Certificates

[(open [+ Open |~ Open |~ [(open [~

e Select Digitally Sign.
e Choose the place where you suppose to sign, then draw a label for the signature as
showing below

Certificates ébt)‘.gﬂa“y Sign [:?) Time Stamp ( Close >


mailto:pki@mtcit.gov.om
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The following box will appear. You have to choose (your-name-DESIGN), then click

sign
Sign Document X
SignAs: |W, 5l . i - DESIGN (Corporate
toy, ¥ % - DEENCR (Corporate CA - 1) 2021.11.07

Issued by: Cd DESIGN (Corporate CA - 1) 2021.11.07
Refresh ID List
New ID ...

Appearance: Created 2020.06.2 v

m ] @ | Digitally signed by
) - TEe -
Jin o - DESIGN

Date: 2020.06.24

DESIGN 12:10:47 +0400

[] Lock Document After Signing

Save your Document, and then enter your TOKEN PIN.

Windows Security X

Smart Card

Please enter your authentication PIN.

Click here for more information

Finally, your document is digitally signed.

é’q Digitally Sign [?9 Time Stamp éo Validate All Signatures

P, & Digitally signed
_— by W W
-1‘.‘_ .h-—
R - DESIGN

Date: 2020.06.24

DESIGN  12:28:29 +04'00"
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Email Signing
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e Goto File, then select Trust center, then choose center setting.
e From the menu, choose Email Security, then Default Setting, click on settings.

General

Mail

Calendar

Language

Advanced

Customize Ribbon
Quick Access Toolbar
Add-ins

Trust Center

Trust Center

Trusted Publishers
Privacy Options

. Email Security
Attachment Handling
Automatic Download
Macro Settings

Programmatic Access

Encrypted e-mail

q;ﬂ [] Encrypt contents and attachments for outgoing messages
Add digital signature to outgoing messages
[v] Send clear text signed message when sending signed messages

[] Request S/MIME receipt for all S/MIME signed messages

v Settings... ‘

Default Setting: :tbrkerrﬂr b

Digital IDs (Certificates)

= l Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.
: Publish to GAL... ‘ Import/Export... [ Get a Digital ID...

Read as Plain Text

Read all ctandard maail in nlain tevt

e Ensuretoinclude signing certificate. On Certificates and algorithms section=>Go to Signing
Certificate>Press Choose—> Token Certificates will be appeared, choose (DESIGN).

Privacy Options
Email Security
Attachment Handling
Automatic Download
Macro Settings

Programmatic Access

% [] Encrypt contents and attachments for outgoing messages

|| Add digital signature to outgoing messages

Change Security Settings X

Security Setting Preferences
Security Settings Name:

| token1 ~

Cryptography Format:  S/MIME
5 Default Security Setting for this cryptographic message format
Default Security Setting for all cryptographic messages

Read 2 | Security Labels... | | New Delete

Re Certificates and Algorithms

|Maisa Zahran Mohammed ALHina| | Choose... |

Signing Certificate:

- Hash Algorithm: SHA1 -
Script il e ——— — - —
Encryption Certificate: |Maisa Zahran Mohammed ALHina Choose...
All : =i
All Encryption Algorithm: | AES (256-bit) v

El Send these certificates with signed messages

oK | cancel

*Hint: This is for first time only.
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Format Text Review Q Tell me what you want to do...
7j Kl colors~ /i s | aCe ol - ) ) W O ®
Y 3 aC_] 5
H e ‘ = B Encrypt ’ || Request a Delivery Receipt Qv &‘ ve
Themes e _F‘aoe Bcc | From g Sign Use Voting [ Request a Read Receipt Save Sent Dglay Direct
- |DjEffects> oo Buttons ~ Item To ~ Delivery Replies To
Themes Show Fields Permission Tracking ] More Options ]

e Add recipients of Email

e Press send, and system will ask user for Token PIN code

To...
Send L fo | Windows Security =<
Smart Card =

Subject . R
Please enter your authentication PIN.

PIN

[Pin |

Click here for more information

[ Canes

e Your email will be signed , and will appear as below

Signed By Maisa.alhinaai@ita.gov.om

20
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4. Digital Signature Validation in Adobe

Some of the Root CA's are included by default in Windows Certificate Store (Trusted Root
Certification Authorities) and only a few are included in Adobe Trusted Identities.

Because the Oman Root CA of the signing certificate is not included on Adobe Trusted Identities,
the Signature is considered “not trusted” (but NOT invalid) as below

@_.1 At least one signature has problems,

Ig Signatures

\ /
1 Sultarate of Oman

- aal
5 alidate All Information Technology Authorkty

— ~haai - DESIGN <\ @ita.gov.om>

=% Rev.1:Signedby
£ Signature validity is unknown:

Document has not been modified since this signature was applied

Signer's identity is unknown because it has not been included in your list of trusted identities and none of its par|

& Signature Details
Last ChecSi0
Field: Sign
Click to vi @ Signature validity is UNKNOWN.

)

Summary | Document | Signer | Date/Time | Legal |

% The signer's identity is unknown because it has not been included in your list of trusted identities
and none of its parent certificates are trusted identities.

Signed by: i - DESIGN <Mmmmmissmgita | Show Certificate...

@ Ciick Show Certificate for more information about the signer's certificate and its validity details, or
to change the trust settings for the certificate or an issuer certificate.

Validity Details
& The signer's certificate has not been issued by a certificate authority that you have trusted.

i@ The path from the signer's certificate to an issuer's certificate was successfully built.

i Revocation checking was not performed.

Signer's Contact Information: INot available

1, When you directly trust a signer's certificate that is not issued by a root certificate authority that
you trust, you should contact the signer to verify the certificate. Once you are confident that the
signer is who he/she reports to be, then verify that the certificate is from the signer. For example,
you can confirm the certificate’s MDS5 digest with the signer. (Use the Certificate Viewer to view
the MDS5 digest, and to import and directly trust the certificate.)

Validate Signature | [ Close |
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To manually add Oman Root CA Certificate on the Adobe Trusted Identities, open the signature
properties and Signature is not trusted:

e Click Show Certificate and select Trust tab.
e Be sure that you have selected the topmost Root Certificate.

Certificate Viewer X

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry. Multiple issuance chains are being displayed because none of the chains were issued by a
trust anchor.

Show all certification paths found

= OMANROOT CA -1 Summary Details Revocation Trust  Policies Legal Notice

= Government CA - 1
= Corporate CA -1 This certificate is not trusted.

Trust Settings

¥ Sign documents or data
#K  Certify documents

¥ Execute dynamic content that is embedded in a certified
document

&  Execute high privilege JavaScripts that are embedded in a
certified document

¥ Perform privileged system operations (networking, printing,
file access, etc.)

Add to Trusted Certificates...

< >

@ The selected certificate path is valid.

The path validation checks were done as of the signing time:
2017/11/27 09:27:29 +04'00
Validation Model: Shell
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e Press Add to Trusted Identities tab and be sure you have checked all
checkboxes, as below.

Import Contact Settings X

Certificate Details
Subject: OMAN ROOT CA -1
Issuer:  OMAN ROOT CA -1
Usage: Sign Certificate (CA), Sign CRL

Expiration:  6/12/2033 12:00:00 AM

Trust

A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust anchor in order for signature validation to succeed. Revocation
checking is not performed on or above a trust anchor.

Use this certificate as a trusted root

If signature validation succeeds, trust this certificate for:

Signed documents or data

Certified documents
Dynamic content
Embedded high privilege JavaScript

::Cv)lleged system operations (networking, printing, file access,
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e After all dialog boxes are closed and the document is re-opened, the signature
considered Valid.

e The Root Certificate is now Trusted and all sighatures generated with this Root
Certificate will be also trusted.

Certificate Viewer X
This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry.

[[]Show all certification paths found

= OMANROOT CA-1 Summary Details Revocation Trust  Policies Legal Notice

= Government CA -1
&= Corporate CA -1 This certificate is directly trusted in your trusted certificates list.

Trust Settings
This certificate is set as a trust anchor, the result being that this
certificate and all certificates issued beneath this certificate are
trusted to:

& Sign documents or data
«/  Certify documents

«/  Execute dynamic content that is embedded in a certified
document

<7  Execute high privilege JavaScripts that are embedded in a
certified document

</  Perform privileged system operations (networking, printing,
file access, etc.)

Revocation checking is not performed for this certificate because
it is directly trusted as a trust anchor.

Add to Trusted Certificates...

< >

@ The selected certificate path is valid.

The path validation checks were done as of the signing time:
2017/11/27 09:27:29 +04'00'
Validation Model: Shell
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5. Token Cases and how to resolve issue through self care portal

Case 1: if you lost your PKI Token and you couldn’t find it, or Token has been stolen (If
you think you will not find/get the token back or you don’t want to use the token
anymore, then you need to revoke it to deny any online use of the token, then you can
request for a new token later -if needed- following the request process.)

v" Open self-care portal (https://selfcare.pki.mtcit.gov.om)

v" Choose the option, (Card is lost or Stolen) as below

Ciloglaall dyiai atum
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eoman

Other options may be available after inserting card, depending on card type.

A Resolve Card Problems

- Card is Lost or Stolen

- Card is Forgotten
- Card is Back

v' System will ask you to enter your civil ID number as below


https://selfcare.pki.ita.gov.om/
https://selfcare.pki.ita.gov.om/
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Register Self-Revocation Request

” Back to main screen

Please fill at least one of the following fields to identify the card you wish to revoke.

Only cards belonging to a profile in which self-revocation is activated can be revoked.

Note: the fields below are not case sensitive.

ID Civil Number () 5331) E
Name Of Entity (Ja 442) |:|
Token Number (<3lgall 483 4, glall o8 ) :
Rt —
S e —

Card(Token) serial number will be appear to you, choose card(Token) you want to disabled

Then, system will ask you to answer your security question that you chooses during token
Activation.

If you can’t remember the answer for the security questions then you need to contact PKI
team on telephone number: 24166440 or email: pki@mtcit.gov.om
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Case 2: if you lost your token in somewhere, and you are warry if someone find it and
can use it if PIN code shared with other. (If you think you can find the token, but you
want to suspend any online use of the token until you find/get the token.)

v" Open self-care portal (https://selfcare.pki.mtcit.gov.om)

v" Choose the option, (Card is Forgotten) as below

** This option will help users to disabled card for temporary (Suspension).
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Other options may be available after inserting card, depending on card type.

A Resolve Card Problems

- Card is Lost or Stolen

- Card is Forgotten
- Card is Back

v' System will ask user to enter Civil ID number.


https://selfcare.pki.mtcit.gov.om/
https://selfcare.pki.mtcit.gov.om/
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Register Self-Revocation Request

‘) Back to main screen

Please fill at least one of the following fields to identify the card you wish to revoke.
Only cards belonging to a profile in which self-revocation is activated can be revoked.

Note: the fields below are not case sensitive.

ID Civil Number (Al a2 1) ”

Name Of Entity (J« 442)

Token Number (lalgall 483 4 glal) o8 )

I
I
Role (i85 Jsa) [
I

Customer (Jse=l))

v' Card(Token) serial number will be appear to you, choose card(Token) serial number you
want to disabled.

v" System will ask user to answer security questions that you choose them during Token
Activation.

v' If you can’t remember the answer for the security questions then you need to contact PKI
team on telephone number: 24166440 or email: pki@mtcit.gov.om
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Case 3: To resume your suspended Card (Token) to be able to use it online again.

v" Open self-care portal (https://selfcare.pki.mtcit.gov.om)

v" Choose the option, (Card is back) as below
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Other options may be available after inserting card, depending on card type.

A Resolve Card Problems

- Card is Lost or Stolen

- Card is Forgotten
- Card is Back

v' System will ask you to enter your Civil ID number
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Register Self-Revocation Request

4) Back to main screen

Please fill at least one of the following fields to identify the card you wish to revoke.

Only cards belonging to a profile in which self-revocation is activated can be revoked.

Note: the fields below are not case sensitive.

ID Civil Number (2 23 ,%) I
Name OF Entity (Jab i) 1
Token Number (ssgstdsinigany [ ]
i 1
b et —

v' Result will be appear, if you request before to disable card or not.


https://selfcare.pki.mtcit.gov.om/
https://selfcare.pki.mtcit.gov.om/
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Case 4: if you enter PIN code for Token three time wrongly, and token is blocked.

v" Open self-care portal (https://selfcare.pki.mtcit.gov.om)
v" Insert your token in laptop

v" Choose Card Unlock (In case your card is locked)
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A Resolve Card Problems

- Cardis Lost or Stolen

- Card Unlock (In case your card is locked)

- Card is Forgotten
- Card is Back

, Change Information

- Change PIN
- Change Questions and Answers

v" System will ask user to answer security questions that you choose them during Token
Activation.


https://selfcare.pki.ita.gov.om/
https://selfcare.pki.ita.gov.om/
https://selfcare.pki.ita.gov.om/
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Case 5: if you Want to change your Token PIN code.

v" Open self-care portal (https://selfcare.pki.mtcit.gov.om)

v" Insert your token in laptop.
v" Go to change information section.

v" Choose, change PIN
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/\ Resolve Card Problems

- Card is Lost or Stolen

- Card Unlock (In case your card is locked)

- Card is Forgotten
- Card is Back

, Change Information

- Change PIN
- Change Questions and Answers

v" System will ask you to enter your Current PIN code, and New PIN code
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PIN Change

4) Back to main screen

@ You are about to modify the PIN of your card. This PIN should respect the security policy of your
organization.

Please enter your current PIN and the new PIN according to the following rules:
- Minimum Length: 6

Maximum Length: 6
+ Minimum Number of Unique Characters: 3
= Only Allow Numeric Characters

- Forbid Sequences

PIN Change
Current PIN
PIN jon [ |



https://selfcare.pki.mtcit.gov.om/
https://selfcare.pki.mtcit.gov.om/
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Case 6: if you Want to change your Security questions.

v" Open self-care portal (https://selfcare.pki.mtcit.gov.om)

v" Insert your token in laptop.
v" Go to change information section, and choose change security questions
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A Resolve Card Problems

- Card is Lost or Stolen
- Card Unlock (In case your card is locked)

- Card is Forgotten
- Card is Back

, Change Information

- Change PIN
- Change Questions and Answers



https://selfcare.pki.mtcit.gov.om/
https://selfcare.pki.mtcit.gov.om/
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Thank You for Using

PKI Services



