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+ Introduction:

Oman National PKI is owned and operated by the Ministry of Transport, Communications and
Information Technology (MTCIT) represented by the Digital Certification Department. PKI is a
security architecture that augmented eOman with trust and increased the level of confidence by
providing secure and easy to use electronic services. Digital Certification provides PKI certification and
related services to organizations and the public. These certificates provide Multi-Factor
Authentication, Digital Signature, Digital Stamp, and Data Encryption. PKI enables Oman
government to identify and authenticate their clients electronically and securely without using user
name and password mechanism but using a incorporated digital identity (Oman National elD). It
also enables digital signature for documents and online transactions with non-repudiation feature, as
it is legal binding in the eTransaction Law 69/2008. The Digital Identity and Digital Signature are
provided in three Medias; the National ID Card, the mobile phones (using PKI enabled SIM card) and
the corporate tokens.

+ Service Description:
= Corporate certificates: MTCIT provides three types of certificates: Digital Signature Certificate,
Secure Authentication Certificate, and Encryption Certificate. The certificates are issued inside a
smart card device called PKI Token.
+ Services Features:
= Data Integrity and Non-Repudiation by Digital Signature Certificate. Signing Email ensure the email
integrity and signing document electronically eliminates the need for hard copy documents.

= Data Confidentiality by Encryption Certificate. Document encryption and email encryption protect
information from unauthorized access to information and unauthorized change.

= Secure Authentication to applications and domain computers by Authentication Certificate.

Those certificates are generated in USB smart cards called PKI Tokens.

Token Product Charges (OMR):

+
Token Price 10 OMR
Autl'l.e.ntlcatlon/DlgltaI signature 35 OMR
certificates
Application processing fees 40 OMR
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+ Certificates Type Description:
= Signature certificate: Used to sign documents and emails.

= Authentication certificate: Used for websites and applications secure authentication.

+ Notes:
» The Digital Signature by MTCIT certificates is legal binding as in the eTransaction Law 69/2008.
= The certificates validity is 2 Years.

® The cost of a replacement token is the same as a new token.

Please contact us on pki@mtcit.gov.om for inquires and more information.

#+ MTCIT Bank Account details:
= Account Name: Ministry of Transport, Communications and Information Technology
= Bank Name: Bank Muscat
= Account No.: 0324000394580018
= SWIFT Code: BMUSOMRXXXX
= MOF Beneficiary Code: 98080101
® Contact details: email: finance@mtc.gov.om - Phone: 24166688/24166620
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